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 Another variant of the free speech defense is the anti-
SLAPP statute. Laws in California, 28 other states, and the 
District of Columbia let a defendant obtain early dismissal 
of actions deemed to chill free speech. These lawsuits 
are referred to as “Strategic Lawsuits Against Public 
Participation,” hence the acronym, “SLAPP.”6 Under these 
laws, when an action is brought arising from something the 
defendant said, the defendant can ask the court to dismiss 
the action, on the ground that it is an improper SLAPP 
lawsuit.
 Recently, an online lender suffered the dismissal of an 
action as a SLAPP.7 A husband and wife seeking a home 
loan misrepresented information. After the lender’s loan 
commitment expired, the lender told the customer it could 
not fund the loan. Soon after, negative posts appeared 
on websites. Among these were statements that: “The 
guy that was supposed to handle closing could barely 
speak English;” “Everyone I talked to at this company were 
[sic] incompetent. They reviewd [sic] my credit rating and 
promised a quick close. Then the list of things got longer 
and longer;” and “They asked for an explanation of $200 out 
of a $30,000 deposit to make sure we were not ‘borrowing 
money’ for closing. It was my sons [sic] birthday money for 
god’s sakes!!!!”
 An appellate court upheld dismissal of the lawsuit under 
Texas’s SLAPP statute, ruling that the statements were 
not defamatory; that implying someone is incompetent 
is nonactionable opinion; and stating that the lender was 
excessively demanding was a subjective opinion.8

 But not all SLAPP motions are successful. In Clay 
Corporation v. Colter, a Nissan dealer in Massachusetts 
sued two brothers over a Facebook page called “Boycott 
Clay Nissan,” an online petition and a Twitter account 
used to urge potential customers not to do business with 
the dealership. The brothers claimed the dealer fi red their 
sister because she had brain cancer and they posted that 
the dealer discriminated against cancer patients and was 
unethical. The dealer denied the allegations and claimed it 
invited the sister to return to work and offered to pay her 
back pay.
 Massachusetts’ SLAPP statute is narrower than in 
other states, protecting only against claims for trying to 
infl uence the government. The court found the car dealer’s 
claims were not for efforts to petition the government, and 
therefore denied the SLAPP motion.9

 There are other legal, cultural and technological 
challenges to fi ghting against negative online content. One 
of these challenges is the ease for posters to conceal their 
identities. The ability to speak anonymously on the internet 
“allows individuals to express themselves freely without fear 
of economic or offi cial retaliation or concern about social 
ostracism.”10 Also, content circulates fast on the internet. 
Large portions of posted content are quickly searched and 
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copied to other locations and archived. Sites draw information 
from other sites and save cached copies of content. Search 
engines continuously crawling and indexing the web make it 
easy to fi nd information. Once any content is posted, it can 
soon appear elsewhere, and is unlikely to ever disappear.
 Many people might be surprised at how much information 
about them is already publicly available. Numerous sites 
contain names, addresses, phone numbers, family histories, 
identities of relatives, work histories, social relationships and 
the like. Many people are astounded that social networks like 
Facebook and LinkedIn are able to accurately suggest or identify 
people with whom a subscriber has family or social relationships.
 Accidental releases of information, misdirected emails, 
inadvertent posts, and intentional releases of hacked information 
are additional sources of unwanted online information. These 
challenges are compounded by the slow pace at which 
lawmakers and courts are able to assess and address these 
circumstances, compared to the speed of transmissions on 
the internet and the dexterity of social media commentators, 
bloggers and hackers.

Practical Strategies and Legal Tools for Fighting Back
The many challenges do not mean that the goals of avoiding, 
stopping, fi ghting back or remedying negative online reviews and 
content are hopeless. Individuals, businesses, legislatures and 
courts are increasingly aware of these problems. And a variety of 
strategies and tools for fi ghting back are increasingly coming into 
focus. Different methods and combinations of methods must be 
selected for any particular situation.

Proactive Conduct. While self-evident, one way for businesses 
and individuals to reduce the incidence of negative comments 
is to use care in their activities and operations, acting properly, 
trying to avoid giving offense, delivering quality products and 
services at fair prices, being attentive to customers, apologizing 
promptly and sincerely for mistakes, and being kind and nice. 
These steps, even if followed rigorously, will not avoid all negative 
comments. Some people cannot be pleased. Some are looking 
for a dispute. Some will become upset at even the mildest 
perceived slight. But following these principles will reduce the 
number of people who may think they have a grievance, and 
reduce the number of negative comments about a particular 
individual, group or business.

Take No Action. Sometimes taking no action is the best 
action. No one wants a negative email or tweet, or negative 
online review on Yelp, RipOff Report or elsewhere about 
themself. But a response that disputes the review, or criticizes 
the person who posted it, may have an effect that is opposite 
what is desired. That response may draw more attention to 
the message. Instead, silence may avoid drawing attention, so 
that the message soon becomes obscured by hopefully more 
favorable messages.



 A thoughtful look and assessment whether the 
negative post has any real and substantial affect, and real 
costs, is worthwhile. With increasing numbers of negative 
content, revenge and the like on the internet, more people 
today understand that not every rant or criticism is to be 
taken seriously. Sometimes, it is better to ignore a negative 
post rather than engage and draw more attention to a 
remark that would otherwise have passed into obscurity.

Business Terms and Conditions. In some business 
relationships it may be appropriate to include in the 
company’s standard website terms and conditions or in 
service agreements, a clause in which customers agree 
not to post negative online statements or not to make any 
post, without first getting the company’s written consent. 
This method will not work in every relationship. But there 
are environments in which it could work, such as a small 
business with an intimate clientele.

Check Sites Terms of Use and Procedures. Most 
websites that accept posts from the public and most 
social media have terms of use that are accessible from 
their home page and other pages. Often these terms 
include a procedure for responding to negative or other 
inappropriate content. For example, the well-known 
magazine The Economist encourages the public to post 
messages. Its website states:

The Economist welcomes your thoughts, comments 
and arguments. To post comments to our blogs and 
articles or participate in our online debates, you must 
first register. During registration, you may select a pen 
name, which will appear alongside anything you post 
to Economist.com.11

The magazine’s terms of use state:
It is not possible for The Economist to fully and 
effectively monitor Messages [for] infringement of third-
party rights. If you believe that any content infringes 
your legal rights, you should notify The Economist 
immediately by contacting our customer service centre 
for your region or by using the “Report Abuse” function 
on reader comments. Repeated misuse of the “Report 
Abuse” function will result in your access to the 
Forums being terminated.12

 In the above statement, the phrase “customer service 
centre” is a link that can be clicked on to reach the contact 
information page. Therefore, in the event of a post that 
contains defamatory, infringing or other inappropriate 
content, one potential course of action is to use the 
magazine’s stated procedure, contact the customer 
service center, explain the problem, and request that the 
content be removed.

 An aggrieved person need not be restricted to the site’s 
stated procedure. Other steps are possible. One additional 
step is to identify a decision maker or infl uential person at 
the company, such as an offi cer or legal counsel. Contact 
those persons to request assistance. For many sites that 
do not include contact info or have only limited contact 
info available online, other sources of information may exist 
from which decision makers or infl uential persons can be 
identifi ed. Here are some examples:

If the social media or site has a registered trademark, 
contact information for the site or for their trademark 
lawyer may be found at the U.S. Trademark offi ce 
database, www.uspto.gov.

If the site has registered a copyright, possibly some 
contact info would be at www.loc.gov.

The site may have an agent to receive DMCA (Digital 
Millenium Copyright Act) notices. The list and contact 
information for agents is at http://copyright.gov/
onlinesp/list/a_agents.html.

If the person to be contacted is an attorney, such as 
the website’s general counsel, contact information on 
the person can possibly be found at the state bar’s 
website.

 With this information a request can be made to the site 
to remove the content, and the request can be elevated to 
someone higher up in the company.

Ask Poster to Remove or Modify. Other possibilities 
include communicating with the poster directly or offering 
some restitution or discount in the future. Where someone 
posted a negative online review they can be asked 
politely to remove or edit it. Sometimes a polite response 
setting forth an explanation of what happened is helpful. 
Sometimes the response might be a post on the same 
website, maintaining a calm demeanor, and stating the 
facts. Sometimes offering the poster a modest discount 
at their next visit will be welcome. These steps should be 
taken with care, to avoid infl aming the poster and leading to 
multiple rounds of criticism.

Post a Polite Response. On many sites, bulletin boards 
and forums it is possible to post a response. A brief, 
respectful, even-tempered response explaining the 
circumstance, expressing regret for what happened, or 
for the poster’s experience, and if appropriate, mentioning 
corrective action that was or will be taken, can partially 
neutralize some ill effects of a negative post. It does this 
by providing an alternative view to those who read the 
post.

20     Valley Lawyer   ■   NOVEMBER 2015 www.sfvba.org



www.sfvba.org NOVEMBER 2015   ■   Valley Lawyer 21

Cease and Desist Demand. The next level of escalation is a 
formal demand that the poster “cease and desist” from their 
presumably unlawful conduct. Even these kinds of letters 
present a range of options. In one famous matter, counsel 
for the Jack Daniel’s company sent a polite and friendly 
cease and desist letter to a recipient who was infringing its 
trademark. That letter, available on the internet,13 is a model 
for trying to solve a problem without infl aming emotions 
or tempers. Letters with a more aggressive tone are also 
possible. However, as with everything else, cease and desist 
letters should be drafted with care, as it is fairly usual for 
recipients of these letters to post these on line as well.

Get Other Posts. An effective countermeasure to negative 
posts is to enlist other customers, friends and associates to 
post their own comments or reviews. This method may have 
the effect of causing negative reviews to be pushed down in 
the feed that contains such information.

DMCA Takedown Notice. The DMCA14 includes a procedure 
for notifying internet websites of content that infringes a 
copyright and requiring them to remove that content.15 
Under the notice and takedown procedure, a copyright 
owner submits a notifi cation, including a list of specifi ed 
elements, to the service provider’s designated agent. The 
service provider, by removing or blocking the content 
identifi ed in the notice, becomes exempt from monetary 
liability and from liability for any claim based on having taken 
down the material.16

Complain to and Enlist Assistance of Government. A 
course of action that is inexpensive is to seek assistance 
of government offi cials and agencies. The Federal Trade 
Commission, U.S. Attorney General, state consumer 
protection agency, state attorney general, local consumer 
protection agencies, U.S. senators, U.S. representatives, 
state senators and state assembly members, and county and 
city offi cials are all possible sources of assistance. Where a 
perpetrator is in a regulated industry, or within the scope of 
a regulatory agency, then other possible sources of help are 
agencies that regulate the perpetrator. As is true for the other 
tools discussed in this article, seeking the government’s 
assistance will not always be effective, but it is an option to 
consider and could be effective in some instances.

Litigation. Because of costs, time commitments and 
unpleasantness, litigation is rarely a fi rst or preferred course 
of action. Rather, it is typically a course of last resort if the 
others have failed, or if assessment indicates the others are 
not likely to succeed. Courts can provide assistance to help 
identify an anonymous perpetrator. In some recent cases, 
courts have supported the issuance of subpoenas to identify 
anonymous posters.

 As one example, in In Re Anonymous Online Speakers, 
an action was brought by a multi-level marketing company, 
complaining of an internet smear campaign by a company 
that provided its distributors with training, seminars and 
motivational literature. The multi-level marketing company 
deposed an employee of the defendant, asking him to identify 
certain anonymous online speakers. The employee refused 
and the district court ordered him to testify to identities of 
some internet posters. The Ninth Circuit recognized the 
importance of being able to speak anonymously, but ruled 
such right has limits. Because the district court required 
the marketing company to show it had evidence to prove 
all elements of its claims, the Ninth Circuit upheld the ruling 
requiring disclosure of identities.17

 Courts are a forum for seeking injunctive or monetary 
relief for damage caused by posts that are unlawful and 
cause injury. Some legal theories that justify awards of 
damages include unlawful posting of sexually explicit material 
about someone18 libel, slander, defamation, disparagement, 
unfair business practices, infringement of copyright or 
trademark, misappropriation of trade secrets, invasion of 
privacy, breach of contract, or violation of a right of publicity.
 Some cases have awarded substantial damages to 
victims of negative online statements. In Miss Universe L.P. v. 
Monnin, a beauty pageant company won a $5 million award 
against a contestant who published defamatory statements 



on Facebook and spoke on the Today show, claiming the 
pageant was rigged.19 In American University of Antigua 
College of Medicine v. Woodward, a former medical student 
claimed his school routinely defrauded students, falsifi ed 
grades, breached contracts, violated civil rights, committed 
crimes, and participated in ending the student’s career. A 
U.S. District Court issued an injunction against continuing to 
publish these statements.20

 In Jones v. Dirty World Entertainment, a jury awarded 
$38,000 of compensatory damages and $300,000 of 
punitive damages in favor of a cheerleader against a 
website operator that encouraged and even added his own 
comments to posts indicating that the cheerleader had 
sexually transmitted diseases and slept with every member 
of a professional football team. The court also denied the 
defendant’s claim of immunity under the Communications 
Decency Act.21

 Other creative responses are also possible. According 
to one report, a restaurant owner responded to an infl ux of 
negative Yelp reviews after he stopped advertising on the 
site by encouraging customers to intentionally post one-star 
reviews. Customers complied, though the additional reviews 
were humorous and tongue in cheek.22

Pay the Ransom. Some sites claim that signing up for 
their paid services have no affect on the placement of 
comments, but widespread anecdotal evidence disputes 
that. So while not fi rst or desirable on anyone’s list, another 
choice is to sign up for the services the site offers. Some 
business owners complain the fee is akin to a shakedown 
charge offered by organized crime or others for so-called 
“protection,” but it may be a less costly choice to avoid 
further damage to the reputation of an individual or business.

Use Online Reputation Service. Online services claim 
they can help remove negative online postings. Examples 
include ReputationDefender23 and Integrity Defenders.24 
These organizations charge fees for their services. 
ReputationDefender’s claims include: “we push up the good 
and push down the bad,”25 and that it will monitor blogs and 
websites for material that might be damaging or distressing 
to a client and “use [its] array of proprietary techniques 
developed in-house to correct and/or completely remove the 
selected unwanted content from the web.”26

 Questions have been raised about the effectiveness of 
these companies and methods they use. A respected law 
review notes “ReputationDefender refuses to disclose the 
exact nature of its so-called destruction tools.” The review 
notes that the service uses the DMCA “notice and take-down 
procedures of copyright law;” (which are discussed above), 
“send[s] emails to blogs and websites hosting information 
that its clients want to disappear;”27 and “likely also 
engage[s] in ... astroturfi ng and search-engine optimizing.”28

 Possibly anyone could, on their own, take some of the 
steps these services perform. But individuals or businesses 
may have better uses for their resources, and the charges for 
such services can be modest, making them at least an option 
to be considered among the tools to fi ght negative online 
content.

 It is not necessary to just accept the injury and frustration 
that comes with being a subject of negative communications 
on the internet about oneself or one’s business. Many tools 
and strategies exist for responding and fi ghting back. 
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