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4  “Won another personal injury case. Call me for a free  
 consultation.”

5  “Just published an article on wage and hour breaks.   
 Let me know if you would like a copy.”10

 In an opinion, the Bar found that examples one and fi ve 
were not communications under Rule 1-400(a) because they 
did not contain a message or offer “concerning the availability 
for professional employment.”11 
 Therefore, those postings were not advertising and did not 
have to comply with the standards of Rule 1-400(E).
 Examples two, three, and four however, contained 
explicit language suggesting the availability for professional 
employment. As a result, those posts are seen as 
communications, subject to Rule 1-400’s standards for 
attorney advertising.12

 The Bar found several problems 
with examples two, three, and four 
under California’s rules for attorney 
advertising.
 Example two violates the 
restrictions on client testimonials. 
A California attorney cannot publish 
communications that contain 
testimonials for that attorney unless 
the communication also contains an 
express disclaimer, while all three 
examples fail to explicitly state that 
they are advertisements.13 14

 Finally, example two offers an improper guarantee or 
prediction of winning.15

Formal Opinion 2019-199
In 2019, the State Bar Standing Committee on Professional 
Responsibility and Conduct issued Formal Opinion 2019-199, 
which details an attorney’s obligations concerning third-party 
website profi les advertising on the attorney’s behalf and 
concludes that the rules governing attorney advertising apply 
to an individual who adopts any such profi le.16 17

 All media attorneys use to promote their professional legal 
services are regulated by Rules 7.1 and 7.2 of the California 
Rules of Professional Conduct (RPC) and are subject to the 
limitations laid out in the Business and Professions Code, 
Sections 6157.2 through 6258.3.18

 Attorneys licensed to practice in California should be aware 
of the advertising rules when posting anything online–simply, 
if an attorney’s post meets the defi nition of a communication, 
the attorney must comply with California’s rules regarding 
advertising.
 For example, Business and Professions Code section 
6157.1 prohibits any false, misleading or deceptive statement 
in an advertisement, while section 6157.2 prohibits the 

inclusion of any “guarantee or warranty regarding the outcome 
of a legal matter.”19

 New Rules 7.1 through 7.5 of the RPC lay out even 
more detailed requirements. Rule 7 explains that even 
statements which are true, but misleading, may violate an 
attorney’s ethical obligations.20

 Comment 3 to new Rule 7.1 notes that a truthful 
statement may be misleading if it “omits a fact necessary to 
make the lawyer’s communication considered as a whole not 
materially misleading,” or if it creates a “substantial likelihood 
that it will lead a reasonable person to formulate a specifi c 
conclusion about the lawyer or the lawyer’s services for 
which there is no reasonable factual foundation.”21 
 Similarly, Comment 4 to new Rule 7.1 explains that even 
a truthful statement regarding the lawyer’s achievements 
on behalf of clients or former clients, or a testimonial or 

endorsement, may be misleading and 
thus a violation, if “presented so as to 
lead a reasonable person to form an 
unjustifi ed expectation” that they could 
obtain the same results.22

 Most attorney advertisements 
in California must identify at least one 
attorney, by name, who is responsible 
for placing the advertisement even if a 
fi rm is identifi ed. 
 Under Rule 7.2(c), both the name 
and address of at least one responsible 
attorney must be identifi ed.23

Confi dential Information
One of an attorney’s most sacrosanct duties to a client is 
confi dentiality. The ease of sharing information through social 
media, and the inherent informality of social media websites, 
however, increases the danger of breaching that trust.
 Disclosure of confi dential client information can occur in 
a variety of ways.
 Though websites, blog posts, LinkedIn and Facebook 
status updates, and Tweets all allow instant publication and 
dissemination of information, the informal setting of a social 
media website does not excuse an attorney’s improper 
disclosure of confi dential information.
 Furthermore, understanding how these websites work 
to assess their security is critical for monitoring ethical 
compliance. The State Bar has stated that if an attorney 
“lacks the necessary competence to assess the security of 
the technology, he or she must seek additional information 
or consulted with someone who possesses the necessary 
knowledge.”24

 California’s broad duty of confi dentiality is found in 
§ 6068(e)(1) of the Business and Professions Code, and in 
the California Rules of Professional Conduct, Rule 1.6, which 
requires attorneys practicing in the state to “maintain inviolate 
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the confi dence, and at every peril to himself or herself to 
preserve the secrets, of his or her client.”25

 The sole exception permits revealing confi dential 
information relating to the representation of a client to prevent a 
criminal act likely to result in death or substantial bodily harm.26

 In addition to not intentionally disclosing confi dential client 
information, a lawyer’s duty of competence under California 
Rule 1.6 requires that reasonable precautions be taken to 
safeguard against unintended disclosure.27

Ethical Risks
The Los Angeles County Bar Association’s Professional and 
Ethics Committee published an opinion on the ethical risks 
in social media. It noted that online communications present 
particular risks for attorneys and for protection of confi dential 
client information.28 29

 The Association discussed an example of an attorney at a 
conference with a client during which the client revealed facts 
that were detrimental to the client or the client’s case.30

 After the conference, the attorney disclosed those facts 
online when discussing a client whose name the attorney did 
not reveal.
 The Bar Association noted that although the attorney might 
believe the facts could not be associated with the particular 
client, an opposing party or third person might be able to infer 
the client’s identity from the context of the disclosure.31

 The Bar also found that the disclosure by the attorney 
would likely not constitute waiver of the privilege, but that 
the opposing party could use the underlying facts that were 
disclosed during the attorney-client communication to the 
client’s detriment or embarrassment.32

 Attorneys must protect client information diligently and 
carefully. Posting seemingly casual information about an 
attorney’s day or meeting with a client may have greater 
consequences than an attorney can imagine.
 Further, attorneys should be aware that the duty of 
confi dentiality does not end with termination of a professional 
relationship and even may apply even when the facts are 
already part of the public record.33

 In addition, an attorney must always comply with the duties 
regarding confi dential client information and an attorney’s 
online postings or other activities do nothing to negate this 
responsibility.
 Ultimately, using client information in social media is best 
done very sparingly with extreme caution, or, perhaps even 
better, not at all.

Unauthorized Practice of Law
A basic tenet of legal practice is that attorneys can practice 
law only in jurisdictions where they are licensed, with a few 
exceptions. Social media, however, knows no geographic 
boundaries as people can access an attorney blog or website 
from anywhere in the world.
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 While this ease of access is one of the most powerful 
benefi ts of the internet and social media, it poses ethical 
problems regarding the unauthorized practice of law.
 In California, unauthorized practice is more than a 
disciplinary violation; it is also a misdemeanor, while a 
physical presence in the non-licensed jurisdiction is not 
required to trigger a violation.34 35

 Facebook comments, interactive Tweets, and blogs 
with comment features are examples of situations where 
attorneys might fi nd themselves interacting with non-
lawyers, inadvertently and unethically providing legal advice 
to someone who does not live in the state where they are 
licensed to practice.
 The State Bar has recommended its attorneys add the 
following content to their websites to avoid any confusion 
that they are advertising in other jurisdictions:

An explanation of where the attorney is licensed to 
practice law,

A description of where the attorney maintains law offi ces 
and actually practices law,

An explanation of any limitation on the courts in which 
the attorney is willing to appear; and,

A statement that the attorney does not seek to represent 
anyone based solely on a visit to the attorney’s 
website.36

 Also, when posting online, attorneys should avoid 
answering specifi c legal questions and should instead focus 
on providing generalized information.37

 Attorneys can also turn off comments on a posting or not 
respond to a comment–two simple, but effective, techniques 
that can help prevent interactive communications that could 
lead to an unintended attorney/client relationship.

Inadvertent Attorney/Client Relationships
There is a serious risk of inadvertently forming attorney-client 
relationships through online actions.
 The State Bar of California Standing Committee on 
Professional Responsibility and Conduct Formal Opinion 
2003-161 examined such a circumstance–a communication 
made in a non-offi ce setting by a person seeking legal advice 
may be entitled to protection as a confi dential communication 
when the attorney makes no agreement of confi dentiality and 
does not accept the case.
 The Bar concluded that the communication may be 
entitled to protection under two circumstances–fi rst, if 
an attorney-client relationship is created by the contact 
or, second, the attorney’s words or actions induce in the 
speaker a reasonable belief that the speaker is consulting the 
attorney, in confi dence, in his professional capacity to retain 
the attorney or to obtain legal services or advice, even if no 
attorney-client relationship is formed.38

 To avoid creating an inadvertent attorney/client 
relationship, attorneys must consider whether information 
they post on a social media website would create the 
reasonable belief by a website visitor that they are consulting 
an attorney to obtain legal advice or services.
 It is an attorney’s responsibility to make clear to the 
website visitor that an attorney/client relationship either has 
or has not been created.39

 When using social media, attorneys should always speak 
in generalized terms and post explicit disclaimers stating that 
any interaction does not automatically form an attorney/client 
relationship.40

 This is in order to inform the user and ultimately rebut any 
reasonable belief that one exists.41 
 Disclaimers are, of course, not bullet-proof, but it is 
better to have one than not have one at all. Compounding 
the risk that attorneys could inadvertently create an attorney/
client relationship–if they provide legal advice in a jurisdiction 
where they are not licensed–they could be considered as 
engaging in the unauthorized practice of law.

Conclusion
The introduction of social media to the practice of law 








